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1. Accessing the Portal 
●​ Navigate to Portal: Open your web browser and enter the internal portal URL: mfa.iitm.ac.in. 

●​ Enter Credentials: On the login page, enter your institutional LDAP username and password. 

●​ Authenticate: Click Login to authenticate against institutional LDAP services. 

2.1. Downloading the Authenticator App 

●​ Android Users: Click 'Download IIT Madras Authenticator APP' at the top-right corner or token page 

to download and install the package. (Alternatively and compatible use privacy idea Authenticator 

App) 

●​ Apple (iOS) Users: APK installation is not supported on iOS; skip app download and proceed to SPass 

static password enrollment. (Alternatively and compatible use privacy idea Authenticator App) 

 

 



2.2. Alternative

 

 

3. Enrolling an Authentication Token 

●​ Dashboard Navigation: After logging in, select Enroll Token from the left navigation pane. 

Option A: Static Password / SPass (For iOS Users) 



●​ Select Type: Choose 'SPass: Simple Pass token. Static passwords' from the dropdown. 

 

●​ Set Password: Enter a static password containing 8 to 12 characters into the PIN / Password field. 

●​ Confirm & Submit: Re-type the password to confirm and click Enroll Token. 

 



●​ Verification: Confirm generation of serial number (e.g., PISP0000AFBE). 

 

 

Option B: Day Password / Time-based OTP (For Android Users) 

●​ Select Type: Choose Day Password from the token dropdown. 

 



●​ Generate Token: Click Enroll Token to generate a serial number (e.g., DYPW0005BE86) and system 

QR code. 

 

4. Binding the Mobile Authenticator App (Android) 

●​ Open App: Launch the IIT Madras Authenticator App on your device. 

●​ Add Token: Tap the + (Plus) icon at the bottom. 

●​ Scan QR Code: Select Scan QR and point your camera at the portal screen QR code. 



●​ Save: Tap Save to bind the account. 

 

Important Policy Note: Generated Day Passwords / OTPs are valid ONLY until 23:59 HRS of the same day and 

automatically expire at midnight. 

 

5. Managing & Viewing Enrolled Tokens 

●​ View All: Select All Tokens from the left menu pane. 



●​ Token Status: Review your active list including Serial Number, Token Type (spass / daypassword), and 

Active Status. 

 

6. Security & Session Timeout 

●​ Auto-Lock Policy: If the portal remains idle for 5 minutes, it will automatically lock ('IITM UI is 

locked'). 

●​ Re-Authentication: Re-enter your password to unlock the UI. 

 

7. Configuring Thunderbird Email Client 

●​ Open Settings: Launch Thunderbird and go to Account Settings. 



●​ Select Server: Click Outgoing Server (SMTP) in the left sidebar, select default server, and click Edit 

outgoing server... 

 

●​ Input the Server Details: Enter details of Server name, Port, User Name, Select Security and 

Authentication and Click Ok. 

Setting Parameter Required Value 

Server Name ccpf.iitm.ac.in 

Port 587 (or 465) 

Connection Security STARTTLS or SSL/TLS 

Authentication Method Normal Password 

User Name your_ldap_username@iitm.ac.in 



 

 

8. Email Dispatch & MFA Prompt 

●​ Compose & Send: Draft your message in Thunderbird and click Send. 



●​ Password Prompt: When prompted for password by ccpf.iitm.ac.in, enter your generated Day 

Password (OTP) or Static SPass Password. 

 

 



●​ Transmission: Upon successful verification, outbound email is dispatched securely. 

 

 

 

9. Configuring Outlook Email Client 
●​ Open Settings: Launch to Outlook, Go to File > Account Settings > Account Settings, double-click 

your account.





 



●​ Select Server: Enter ccpf.iitm.ac.in on the Outgoing Server (SMTP) field under the server information 

section, and click More Settings... 

 

●​ Input the Server Details: Select the Outgoing Server tab, Check My Outgoing server (SMTP) required 

Authentication and select radio button Select Logon using  Enter enter your ldap username, 

http://ccpf.iitm.ac.in


generated Day Password (OTP) or Static SPass Password., Check Remember Password.

 

●​ Set Ports and Encryption: Switch to the Advanced tab, Set Outgoing server (SMTP) to 587/465, then 

select TLS (or STARTTLS, depending on your Outlook build version)/SSL from the dropdown menu for 

using the following type of encrypted connection.  

 



●​ Apply Changes : Click OK at the bottom of the window to return to the primary account window, 

then click Next to execute the account test. 

 

●​ Verification: The account test progress box will show a green checkmark next to both the IMAP 

connection and the SMTP test message. 



 



 

10. Email Dispatch 

●​ Compose & Send: Draft your message in Outlook and click Send.

 

●​ Password Prompt: Prompt asks for password . Enter Day Password or Static Password generated 

from Authenticator App and Click Ok.  ​

 



●​ Transmission: Upon successful verification, outbound email is dispatched securely. 

 

 

 

For any queries regarding configuration, Please contact below email: 

sanand@iitm.ac.in 

nirmal@iitm.ac.in 
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